G955, WEST VIRGINIA SECRETARY OF STATE SFILED
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AR T ATIAE | R A | Office of West Virginia
ADMINISTRATIVELAW DIVISION | Secretary Of State
NOTICE OF AN EMERGENCY RULE
AGENCY: Lottery Commission TITLE-SERIES: 179-10

RULE TYPE: Legislative Amendment to Fxisting Rule: NO

RULE NAME: West Virginia Lottery Interactive Wagering Rule

CITE STATUTORY AUTHORITY FOR PROMULGATING EMERGENCY RULE:

W.Va. Code ss29-22F-4(c); W.Va. Code ss29-22A-1 el seq.; W.Va.
Code 8829A-3 15

IF THE EMERGENCY RULE WAS PROMULGATED TO COMPLY WITH A TIME LIMIT ESTABLISHED BY CODE OR
FEDERAL STATUTE OR REGULATION, CIHHE THE CODE PROVISION, FEDERAL STATUTE OR REGULATION AND TiME

LIMIT ESTABLISHED THEREIN:

W.Va. Code ss 28-22E-4(c); rules proposed by the commission before July 1, 2020, may be promulgated as
emergency rules

PRIMARY CONTACT:

NAME: Tracy .. Webb
ADDRESS: 900 Pennsylvania Avenue

Charieston, WV. 25327

EMAIL: twebb@wviottery.com

PHONE NUMBER: 304-558-1845

THE ABOVE RULE IS BEING FHILED AS AN EMERGENCY RULE TO BECOME EFFECTIVE AFTER APPROVAL BY THE
SECRETARY OF STATE OR THE 42ND DAY AFTER FILING, WHICHEVER OCCURS FIRST. THE FACTS AND
CIRCUMSTANCES CONSTITUTING THE EMERGENCY ARE AS FOLLOWS:



Pursuant to W.Va. Code $s29A-3-15(f)(2), this rule is being filed to comply with the time himitation established by
W . Va. Code 5529-22E-4(c).

DOES THIS EMERGENCY RULE REPEAL A CURRENT RULE? No

HAS THE SAME GR SIMILAR EMERGENCY RULE PREVIOUSLY BEEN FILED AND OR EXPIRED? No

SUMMARIZE IN A CLEAR AND CONCISE MANNER THE OVERALL ECONOMIC IMPACT OF THE PROPOSED
LEGISLATIVE RULE:

A. ECONOMIC IMPACT ON REVENUES OF STATE GOVERNMENT:

Promuigation of this rule allowing the public to participate in -Gaming will have a positive economic
impact on revenues for the State of West Virginia

B. ECONOMIC INPACT ON SPECIAL REVENUE ACCOUNTS:

A special revenue account entitied the West Virginia Lottery Interactive Wagering Fund has been

established through W.Va. Code 29-22E-17{a), within which the revenue from a 15% priviiege tax shall
be deposited.

C. ECONOMICIMPACT ON THE STATE OR IT5 RESIDENTS:

FPromuigation of this rule allowing the public to participate in i-Gaming will have a positive economic
Impact on the State of West Virginia and its residents.



D. FSCAL NOTE DETAIL:

Effect of Proposal Fiscal Year
2020 2021 Fiscal Year {(Upon
Increase/Decrease |Increase/Decrease Full
{use "-") {use "-") Implementation)
1. Estimated Total Cost
Personal Services
Current Expenses
Repairs and Alterations
Assets
Other
2. Estimated Total 5,900,000

Revenues

E. EXPLANATION OF ABOVE ESTIMATES (INCLUDING LONG-RANGE EFFECT):

The Lottery projects no revenue in FY 2020, but revenue projections include $3.8 million for FY 2121
and $5.9 upon full implementation.

BY CHOOSING "YES', | ATTEST THAT THE PREVIOUS STATEMENT IS TRUE AND CORRECT.

Yes

Alien R Prunty--By my signature, | certify that | am the person authorized to file legislative rules,
in accordance with West Virginia Code §29A-3-11 and §39A-3-2.
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TITLE 179
LEGISLATIVE RULE
WEST VIRGINIA LOTTERY

SERIES 10
WEST VIRGINIA LOTTERY INTERACTIVE WAGERING RULE

§179-10-1. General.

1.1. Scope and Purpose. -- The purpose of this legislative rule is to clarify and provide regulations
that the Commission considers necessary for the successful implementation, administration, and enforcement
of the West Virginia Lottery Interactive Wagering Act codified in W.Va. Code §§29-22E-1 ef seq.

1.2. Authonty. -- W.Va. Code §29-22E-4(c), W.Va. Code §29-22A-1 ef seq., and W.Va. Code §29A-
3-15.

1.3. Filing Date. --
1.4. Effective Date. --

1.5, Sunset Provision. -- This rule shall termmate and have no further force or effect upon the
expiration of five years from its effective date.

§179-10-2. Terms.

The following words and terms, when used in this rule, shall have the following meanings unless the
context clearly indicates otherwise:

2.1. “Account Creation Log” means a cumulative data set where each entry is date and time stamped
and it identifies each newly created account or any account delstion. An Account Creation Log includes
all information necessary to identify who performed the action and the identity of the patron.

2.2. “Adjustments Log” means a cumulative data set where each entry is date and time stamped,
identifies the user ID of the staff performing the action, a description of the event or action taken, and the
initial (before) and final (after) values of any data altered as a part of the event or action taken.

2.3. “Automated Clearing House (ACH)” means a network that connects all banking and financial
mstitutions within the United States.

2.4, “Act” means the West Virginia Lottery Interactive Wagering Act, W.Va. Code §29-22E-1 ef seq.

2.5. “Anti-Money Laundering (AML)” means systems or processes to detect suspicious transactions
or activities concealing the origins of money obtained illegally.

2.6. "Authentication process" means a method used by a system to verify the validity of software. Such
method requires the calculation of an output digest, which is compared to a secure embedded value. The
output digest shall be of 128-bit complexity, at a minimum. Software shall be deemed to have been
authenticated if the calculated digest equals the secure embedded value.
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2.7. "Authorized interactive game” means any game authorized by the Commission for use with an
mteractive gaming system.

2.8. “Backup Data” means off system storage of programs and data that can be restored to resume
operations n another location by nstallation of new hardware and operating system software.

2.9. “Cheating device” means a device, software, or hardware used or possessed with the mtent to
obtain an unfair advantage through fraud or deceit during the operation or play of any authorized interactive
game. The term also mcludes any device used to alter an authorized interactive gaming or interactive
gaming device or system without the interactive gaming operator’s or interactive gaming management
services provider’s approval.

2.10. “Communication technology’ means any method used as well as the components employed to
facilitate the transmission and receipt of information, including transmission and reception by systems using
wire, wireless, cable, radio, microwave, light, fiber optics, satellite or computer data networks, including
the internet and mtranets.

2.11. “Confidential Player Account Information” means player account balances and any personally
identifiable information (P1l) contained within the interactive gaming system.

2.12. “Contest” means an authorized interactive game competition among players for cash, cash
equivalents or prizes.

2.13. “Customer Service Representative” means an employee of an interactive gaming operator,
management services provider or a supplier who has access to confidential player account information or
personally identifiable information (PII) and has the ability to modify or adjust account data or PIL

2.14. "Data warchouse” means a system of one or more servers, located in West Virginia, for the
purpose of storing transactions received from the primary gaming equipment.

2.15. “Director’ means the Director of the West Virginia State Lottery Commission, appointed
pursuant to W.Va. Code §29-22-6.

2.16. "Dormant account” means an interactive gaming account, which has had no patron mitiated
activity for a period of sixteen (16) months.

2.17. "Funds on game" means the sum of pending wagers and funds transferred to a game not yet
wagered, less pending wins.

2.18. "Game Availability Log” means a cumulative data set in which each entry i1s date and time
stamped and documents the identification of the software program and the identity of the person making
the change for cach software program that is included in the principal gaming system.

2.19. "Game server" means the server that contains game software and control programs.

2.20. “Hardened System’ means designing a system architecture whereby key servers/processes are
duplicated and synchronized together to provide fault tolerance and minimize single points of failure, An
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example includes the use of duplicate Structured Query Language (SQL) servers that are synchronized, in
the event of a failure control can be switched to the other server(s) in near real time.

2.21. “Interactive gaming” means, in addition to the definition set forth in W.Va. Code §29-22E-
3(17), the placing of wagers through a server-based gaming system using a computer network of
mteroperable packet switched data networks through which the operator may offer authorized interactive
games to a patron who has established an interactive gaming account. Interactive gaming can be used
with an Android or IOS device using an application (““App”’) or through an internet web browser on any
supported device using software such as, but not limited to, Internet Explorer, Firefox and Google
Chrome. "Interactive gaming” is synonymous with “i-Gaming.”

222, “Interactive gaming account” means a financial record established by an operator or its
management services provider for an individual patron in which the patron may deposit and withdrawal
funds for interactive gaming and to which the operator or its management services provider may credit
winnings or other amounts due to that patron or authorized by that patron.

223, 'Interactive gaming management services provider” means an mteractive gaming licensee
authorized to operate interactive gaming on behalf of or in partnership with an interactive gaming operator.

?

“Interactive gaming management services provider” is synonymous with “management services provider’

or “MSP.”

224, "Interactive gaming manager” means an employee(s) of an mteractive gaming operator or
management services provider who is responsible for the oversight and reporting of interactive gaming at
a licensed gaming facility.

2.25. "Interactive gaming network" means the linking of patrons of one or more interactive gaming
operators to participate in peer-to-peer gaming.

2.26. "Interactive gaming operator" means a licensed gaming facility that has elected to operate
authorized interactive gaming activities or an interactive gaming system on its own or in partnership with
an interactive gaming management services provider.  An “interactive gaming operator 1s synonymous
with “operator.”

2.27. "Interactive gaming system" means all hardware, software, and communications that comprise a
type of server-based gaming system for the purpose of offering authorized interactive games.

2.28. “MICS” means the Minimum Internal Control Standards established by the Commission pursuant
to W.Va. Code §29-22E-15(¢) that determine how interactive gaming systems are to be designed, operated
and controlled.

2.29. "Multi-factor authentication” means a type of strong authentication that uses two of the following
to verify a patron’s identity:

2.29.1. Information known only to the patron, such as a password, pattern, or answers to challenge
questions;

2292, An item possessed by a patron such as an clectronic token, physical token or an
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identification card; or

2.29.3. A patron's biometric data, such as fingerprints, facial or voice recognition.

2.30. "Patron device" means any device that is used to interact with a gaming system for the purpose
of conducting server-based gaming activity.

2.31. "Patron session” means the period of time when a patron is logged on to an interactive gaming
system.

2.32. "Peer-to-pecr gaming” means all gaming activity, such as poker, in which patrons compete
against each other, and the interactive gaming operator receives a rake.

2.33. "Pending wager account" means the account mamntained by a server-based gaming system that
holds the total balance of all wagers pending disposition and all other funds attributable to uncompleted
games.

2.34. “Personally identifiable information” or “PII”* means any data that could potentially be used to
identify a particular person. Examples include a full name, Social Security Number, driver’s license
number, birth date, age, bank account number, and email address. Generally two or more of these can
identify a specific person depending on the uniqueness of the identifiers within a specific geographic area.

2.35. "Primary interactive gaming equipment” means all hardware, software, and other technology or
equipment of any kind determined by the Director to be necessary for the conduct of an authorized
mteractive game within the boundaries of the State of West Virginia.

2.36. “Promotion Log” means a cumulative data set where each enfry is date/time stamped and it
wdentifies each promotion and the current terms of that promotion and the identity of the person from the
operator’s staff who authorized the promotion.

2.37. “Prohibited interactive gaming participant” means any individual who is prohibited from
wagering pursuant to: (1) any self-exclusion list or a casino or Commission exclusion list; (2) any individual
whose participation may undermine the integrity of the wagering or who is excluded from wagering for
other good cause, including but not limited to, an attempt to place a wager as an agent or a proxy; (3) any
employee of the Commission; or (4) a licensed interactive gaming operator or any of its employees placing
a wager with that interactive operator in violation of W.Va. Code §§29-22E-1 ef seq.

2.38. “Promotional Credit” means any amount credited to a patron by an interactive gaming operator or
MSP, without charge, to be included in a patron’s wager.

2.39. “Rake” means that portion of the patrons® wager that is taken by the operator.

2.40. “Random Number Generator” means a computer program that produces random numbers in a
periodic series that are used to determine outcomes in i-Gaming that depend on random chance. Random
Number Generator 1s synonymous with “RNG.”

2.41. “Redundant System” means a duplication of the Primary System in a separate data center
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meluding real time replication of all data and configuration files from the Primary System to the redundant
system thus permitting a faster return to operations than rebuilding a system from backup data.

242, “Registrant” means an interactive gaming marketing affiliate whose services are limited to click
on ads or links for the sole purpose of steering a patron to an interactive gaming site to sign up for a new
mteractive gaming account.

2.43. "Remote Gaming System"” (RGS) means hardware and software used to provide authorized
games to patrons in conjunction with an interactive gaming system, which may be a standalone system or
mtegrated within another part of the interactive gaming system.

2.44. "Restricted interactive gaming credit” means interactive gaming funds that cannot be cashed out
until a wagering requirement or other restriction associated with those funds is met in accordance with
disclosed terms and conditions.

2.45. "Secure transaction file" means a financial record that contains data, which is unalterable and
cannot be modified without detection.

2.46. “Server-based gaming" means all gaming activity conducted via a patron device where a random
number generator determines the outcome of a game (RNG) maintained on a server or a dealer-verified
outcome from a simulcast table game.

2.47. "Server-based gaming system™ means all hardware, software, and communications that comprise
a system utilized for the purpose of offering electronic versions of authorized casino games where material
aspects of game functionality occur at the server level.

2.48. “Significant system’ means a hardware or software system that communicates directly with the
i-Gaming system to provide services including, but not limited to, payment processing, player
authentication (also known as “know your customer”™ or “KYC”), geolocation services and other systems
as determined by the Commission to have significant integration with the 1-Gaming system.

2.49. “Stateful protocol” means a protocol n which the communication system utilized between the
player and the 1-Gaming servers tracks the state of the communication system.

2.50. “Stateless protocol” means a protocol [computer code or file] in which neither the player nor the
1-Gaming communication systems track the state of the communication of the communication system.

2.51. “Software installation/removal Log” means a cumulative data set where cach entry 1s date and
time stamped and documents the identification of the software and the identity of the person performing
the action.

2.52. "Strong authentication" means a method that has been approved by the Commission to provide
better security than a user name and password alone.

2.53. "Suspended account” means an interactive gaming account that has been temporanly disabled
from engaging in wagering activity.
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2.54. "Table game simulcasting system” means a system to provide live interactive gaming m
conjunction with a server-based gaming system, whereby the patron views video content pertaining to
gaming activities while wagering.

§179-10-3. General requirements for interactive gaming,

3.1. An interactive gaming operator shall conduct interactive gaming activities in compliance with the
requirements of the West Virgima Racetrack Video Lottery Act as set forth in W.Va. Code §29-22A-1 ef seg.
and the W.Va. Code of State Rules 179-5-1 ef seq. and the requirements of the West Virginia Racetrack Table
Games Act as set forth in W.Va. Code §29-22C-1 ef seg. and W.Va. Code of State Rules 179-8-1 et seg.,
when such requirements are applicable and do not conflict with the Act or this rule.

3.2. An interactive gaming management services provider authorized to operate an interactive gaming
system, shall conduct such interactive gaming activities in compliance with the requirements of the West
Virgima Racetrack Video Lottery Act set forth in W.Va. Code §29-22A-1 ef seg. and W.Va. Code of State
Rules 179-5-1 et seg. and the requirements of the West Virginia Racetrack Table Games Act set forth in
W.Va. Code §29-22C-1 et seg. and W.Va. Code of State Rules 179-8-1 ef seg., when such requirements are
applicable and do not conflict with the Act or this rule.

3.3. An mteractive gaming operator shall mamtain a cash reserve of the amount necessary to cover the
outstanding interactive gaming account liability. Lottery personnel shall verify this amount on at least a
quarterly basis.

3.4, An interactive gaming operator or an interactive gaming management services provider shall only
accept wagers from patrons verified to be physically located in the State of West Virginia at the time of their
wager: Provided, That wagers may be accepted from patrons located outside of the State of West Virginia
pursuant to a reciprocal interactive gaming agreement with another government as provided in W.Va. Code
§29-22E-14 and so long as acceptance of such wagers does not conflict with federal law.

3.5. An mteractive gaming operator or an interactive gaming management services provider shall only
accept wagers from patrons who are 21 years of age or older.

§179-10-4. Interactive gaming integrity; confidential information.

4.1. Aninteractive gaming operator offering interactive gaming shall have controls in place to identify
unusual and suspicious activity and report such activity according to the integrity monitoring system
procedures approved by the Commission.

4.2. All integrity monitoring system procedures shall provide for the sharing of information with cach
operator and shall disseminate all reports of unusual activity to all management services providers and
suppliers, as well as to any regulatory agencies and governing authorities as required by the Commission.
All operators shall review such reports and notify other operators, in a manner approved by the Commission,
regarding whether they have experienced similar activity. Specific reporting requirements shall be
designated by the Commission in its MICS.

4.3. If an interactive gaming operator finds that previously reported unusual wagering activity rises to
the level of suspicious activity, it shall immediately notify all other operators, the Commission, appropriate
law enforcement entities, regulatory agencies, and governing authorities as required by the Commission.

4.4. An interactive gaming operator or interactive gaming management services provider receiving a
report of suspicious activity shall be permitted to suspend gaming related to the report but may only cancel
related wagers after Commission approval.
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4.5. Integrity monitoring systems shall provide the Commission with remote access, which shall
provide at a minimum:

4.5.1. All reports of unusual activity;
4.5.2. Any activity determined to be suspicious; and
4.5.3. Actions taken according to the integrity monitoring system procedures approved by the

Commission.

4.6. An operator offering interactive gaming shall employ an interactive gaming manager responsible
for the operation and integrity of interactive gaming and for the review of all reports of suspicious activity.
The interactive gaming manager shall be a key employee. The interactive gaming manager shall
immediately notify the Commission upon the detection of any person participating in interactive gaming
who is:

4.6.1. Engaged in or attempting to engage in or reasonably suspected of cheating, theft,
embezzlement, collusion, money laundering, or any other illegal activity;

4.6.2. Excluded pursuant to Commission policy or the Commission’s statewide exclusion list; or

4.6.3. Excluded by the interactive gaming operator.

4.7. Notwithstanding the other provisions of this section, all information and data received pursuant to
the administration of the West Virginia Lottery Interactive Wagering Act related to unusual or suspicious
activity shall be considered confidential. Such data and information may not be revealed in whole or in
part except to the West Virginia State Police or other law enforcement entity, regulatory agency, or
governing authority, or upon the lawful order of a court of competent jurisdiction. Nothing in this section
shall prohibit the West Virginia Lottery from sharing data and information as a participant in an integrity
monitoring association or industry group organized for the purpose of mtegrity monitoring.

§179-10-5. Internal controls; house rules.

5.1. Interactive gaming operators or their management services providers shall file nternal controls
with the Commission regarding all aspects of their interactive gaming operations prior to implementation
as well as any time a change 1s proposed. The internal controls shall include detailed procedures for system

security, operations, accounting, and reporting of problem gamblers.

5.2. At a minimum, the internal controls shall address the following items regarding the interactive
gaming system:

5.2.1. The user access controls for all personnel;

5.2.2. The segregation of duties;

5.2.3. The automated and manual risk management procedures;

5.2.4. The procedures for identifying and reporting fraud and suspicious conduct;
5.2.5. The procedures to prevent wagering by prohibited participants;

5.2.6. A description of Anti-Money Laundering (AML) compliance standards; and

5.2.7. A description of all integrated third party systems.
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5.3. An interactive gaming operator or MSP offering interactive gaming shall describe in its internal
controls its method for securely issuing, modifying, and resetting a patron's account password, Personal
Identification Number (PIN), or other approved security feature, where applicable. The method shall
meclude notification to the patron via electronic or regular mail, text message, or other manner approved by
the Commission. At a mmmimum, the methed shall include:

5.3.1. Proof of identity, if in person;
5.3.2. The correct response to two or more challenge questions; or
5.3.3. Strong authentication.

5.4. In the event of a failure of an interactive gaming system’s ability to pay winning game outcomes,
the interactive gaming operator or MSP shall include internal controls detailing the method of paying
winning game outcomes. The interactive gaming operator or MSP shall also file with the Commission an
incident report for each system failure documenting the date, time, and reason for the failure along with the
date and time the system 1s restored.

5.5. An imteractive gaming operator shall investigate each patron complaint related to interactive
gaming and provide a response to the patron within ten calendar days. For complaints that cannot be
resolved to the satisfaction of the patron or are related to patron accounts, game outcomes, and/or illegal
activity, a copy of the complaint and the interactive gaming operator’s response, including all relevant
documentation, shall be provided to the Director. Interactive gaming operators shall provide all other
complaints and responses related to mteractive gaming (for example, password problems, online chat
disputes and technical matters) to the Director on a biweekly basis or with such frequency as required by
the Commission.

5.6. All terms and conditions for interactive gaming shall be included as an appendix to the internal
controls of the interactive gaming operator or MSP addressing all aspects of the operation, including the

following:

5.6.1. The name of the party or parties with whom the patron is entering mto a contractual
relationship, including any interactive gaming operator or MSP;

5.6.2. The patron's consent to have the interactive gaming operator or MSP confirm the patron's
age and identity;

5.6.3. The rules and obligations applicable to the patron other than rules of the game including, but
not limited to:

5.6.3.a. Any prohibition against allowing any other person to access or use his or her interactive
gaming account;

5.6.3.b. Any prohibition against engaging in interactive gaming activity, unless physically
present in West Virginia;

5.6.3.c. The consent to the monitoring and recording by the operator, MSP and/or the
Commission of any wagering communications and geographic location information;

5.6.3.d. The consent to the jurisdiction of the State of West Virginia to resolve any disputes
arising out of interactive gaming;

5.6.3.e. Any prohibition against utilizing automated computerized software or other equivalent
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mechanism, such as a "bot," to engage in play; and

5.6.3.f. Any prohibition against cheating and geolocation tampering.

5.6.4. Afull explanation of all fees and charges imposed upon a patron related to interactive gaming
transactions;

5.6.5. The availability of account statements detailing patron account activity;
5.6.6. Privacy policies, including information about who has access to the patron’s PII;

5.6.7. The legal age policy, including a statement that it is a ciminal offense to allow a person
who 1s under the age of 21 to participate in interactive gaming;

5.6.8. A full explanation of all rules applicable to dormant interactive gaming accounts;
5.6.9. The patron's right to set responsible gaming limits and to self-exclude;
5.6.10. The patron's right to suspend his or her account for a period of no less than 72 hours;

5.6.11. An explanation of the actions that will be taken in the event a patron becomes disconnected
from the interactive gaming system during game play;

5.6.12. A notice that a malfunction voids all pays and plays;
5.6.13. The estimated time period for withdrawal of funds from an interactive account; and

5.6.14. The information to be displayed on a patron protection page. At a minumum, the patron
protection page shall contain the following:

5.6.14.a. A method for changing or retrieving a password or other approved access security
feature and the ability to choose "strong authentication" login protection;

5.6.14.b. A method for filing a complaint with the interactive gaming operator;

5.6.14.c. A method for filing with the Director an unresolved complaint after all reasonable
means to resolve the complaint with the operator have been exhausted,

5.6.14.d. A method for obtaining a copy of the terms and conditions to which the patron must
agree when he or she establishes an interactive gaming account;

5.6.14.e. A method for the patron to obtain account and game history from the operator;
5.6.14f A notification that underage gambling is a criminal offense and that facilitating
gambling activity by a person under the age of 21 is also a criminal offense in addition to being prohibited

from interactive gaming;

5.6.14.g. A notification that the patron is responsible for configuring his or her device’s auto-
lock feature to protect the device from unauthorized use;

5.6.14.h. A notification that a patron is prohibited from allowing any other person to access or
use his or her interactive gaming account,

5.6.14.1. A notification of federal prohibitions and restrictions regarding mteractive gaming,
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including any limitations upon interactive gaming as set forth in } » e
and 31 U.S5.C. §§ 3163 through 3167 (The Unlawful Internet Gamblmg Enforcement Act or UIGEA). The
notice shall explicitly state that it is a federal offense for persons physically located outside of West Virginia
to engage in interactive gaming through a West Virginia operator or MSP, unless explicitly authorized by
the Commuission; and

5.6.14.j. A notification that the connection will be terminated if the patron device is removed
from the boundaries of the State of West Virginia.

5.6.15. Whenever the terms and conditions that apply to interactive gaming are changed, the
mteractive gaming operator or MSP shall require a patron to acknowledge acceptance of such change.
Unless otherwise authorized by the Director the patron's acknowledgement shall be date and time stamped
by the interactive gaming system.

5.7. An interactive gaming operator or MSP shall maintain primary and a backup interactive gaming
equipment.

5.7.1. Subject to prior approval by the Director, the interactive gaming operator’s or MSP’s gaming
equipment used to conduct interactive gaming shall be located as set forth below:

5.7.2. The primary interactive gaming equipment shall be located:

5.7.2.a. In a restricted area on the premises of the licensed operator within the boundaries of
the State of West Virginia; or

5.7.2.b. In another facility owned or leased by the interactive gaming operator or its MSP
within the boundaries of the State of West Virginia that is secure, inaccessible to the public, and specifically
designed to house that equipment. The equipment shall be under the complete control of the interactive
gaming operator or its MSP. For the purposes of this subsection, a secure facility “within the boundaries
of the State of West Virginia” shall be considered to be part of the interactive gaming operator’s casino
location notwithstanding that the facility may not be contiguous with the interactive gaming operator’s
casino location.

5.7.2b.1. The primary server used to resolve domain name service (DNS) inquiries by an
mieractive gaming operator or its MSP must be physically located in a secure data center. At least one
secondary server must be able to resolve DNS queries.

5.7.2b.2. This applies to each direct interactive gaming system server, including remote
gaming servers (RGS) and the player account management system (wallet). This subsection does not apply
to ancillary services such as payment processors, player authentication systems (KYC), customer service
systems, back end office systems, and other ancillary systems as authorized by the Commission.

5.7.2.b.3. Any hosting data center must register as an approved provider by sending a letter
to the Director documenting which vendor systems will be on site, identifying the location, key
management, and the scope of services being provided. In addition, the hosting data center must provide a
list of applicable certifications including, but not limited to: SOC 1 Type 1-2, PCIL, and ISO 27001, which
serve as documentation of the adequacy of services for hosting a complex system. Upon request of the
Director, the hosting data center will provide copies of its most recent audits. The Lottery must be able to
mspect the facilities at the hosting data center upon request.

5.7.3. The backup gaming cquipment (redundant system) used to conduct interactive gaming shall
be located:

5.7.3.a. In a restricted area on the premises of an operator’s facility within the boundaries of
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the State of West Virginia for a time period not to exceed 60 days unless otherwise authorized by the
Director; or

5.7.3.b. In another facility owned or leased by the interactive gaming operator or its MSP
within the boundaries of the State of West Virgima that is secure, inaccessible to the public, and specifically
designed to house that equipment. The equipment shall be under the complete control of the interactive
gaming operator or its MSP. For the purposes of this subsection, a secure facility “within the boundaries
of the State of West Virginia” shall be considered to be part of the interactive gaming operator’s casino
location notwithstanding that the facility may not be contiguous with the interactive gaming operator’s
casino location.

5.7.4. Backup gaming equipment used to restore data to primary interactive gaming equipment
shall be located within the boundaries of the State of West Virginia. Backup data may be stored in any
securc data center within the United States.

5.7.5. Each interactive gaming operator or MSP must provide with its license application diagrams
and narrative to document how its interactive gaming system is configured including the location of each
server that 1s part of the primary interactive gaming system, the player account management system (wallet),
each system providing content, and any remote interactive gaming system that might be combined to
provide the player interface. The interactive gaming operator or MSP must define in its minimum internal
controls the specific configuration of equipment including any hardened systems or redundant systems and
backup requirements including any effect on the entity’s risk environment.

5.8. Interactive gaming systems shall require a patron to re-enter his or her username and password,
upon 15 minutes of user inactivity as measured by the interactive gaming system.

5.9. An interactive gaming system shall not induce a patron to continue placing wagers when play is
in session, when the patron attempts to end a session, or when the patron wins or loses a bet.

5.10. An interactive gaming system shall allow patrons to access a player protection page at all times
while logged into their interactive gaming account. The player protection page shall include all features
listed 1n subsection 5.6.14 above.

5.11. An interactive gaming system may offer games to patrons that do not require a wager or payment
from a patron's mteractive gaming account as long as the patron has not exceeded any daily time-based
limit. The games offered must comply with the following requirements:

5.11.1. Any game substantially similar to a game approved by the Commission shall utilize a
payout percentage equal to or less than the lowest payout percentage of the approved game;

5.11.2. Any game not substantially similar to a game approved by the Commission shall
prommently display the following information prior to the start of the game and during game play:

5.11.2.a. The game is offered for entertainment purposes only;
5.11.2.b. The game is not approved by the Commission; and

5.11.2.c. The game outcomes may not be representative of those for a Commission approved
game.

5.12. Games traditionally played on social networks that may require a payment for certain game
features (social games) may be funded or accessed from a patron's interactive gaming account. This
requires that the interactive gaming operator or its MSP also provide a clear and conspicuous notice on the
nitial screen that the patron is aceessing a social game whose features may require payment. The social
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game’s terms and conditions must include a notice that the Commission does not regulate such social
games.

5.13. All interactive gaming operators or MSP’s with employees who have direct contact with patrons
via phone, e-mail, electronic chat, or other means, shall implement training for those employees, at the start
of their employment and at regular intervals thereafter. The training shall address the following subject
arcas:

5.13.1. How to recognize the nature and symptoms of problem gambling behavior.
5.13.2. How to assist players in obtaining information about help for a gambling problem;

5.13.3. How to provide information about individual interactive gaming operator self-exclusion
and Lottery statewide self-exclusion programs;

5.13.4. How to respond to patrons who may disclose that they have a gambling problem; and

5.14.5. How to respond to reports from third parties, such as family members, about patrons who
may have a gambling problem.

5.14. Interactive gaming operators shall employ personnel responsible for the duties of an IT
Department.

5.15. Each interactive gaming operator’s website shall display a responsible gaming logo in a manner
approved by the Director, which shall direct a patron to the site's responsible gaming page. The responsible
gaming page shall be accessible to a patron during a patron session and shall contain, at a minimum, the
following:

5.15.1. A prominent message that states "If you or someone you know has a gambling problem
and wants help, call 1-800-Gambler;"

5.15.2. A direct link to the Problem Gamblers Network of West Virginia,

5.15.3. A clear statement of the interactive gaming operator's or MSP’s policy and commitment to
responsible gaming; and

5.15.4. The rules governing self-imposed responsible gaming limits, including the ability for the
patron to establish those limits.

5.16. Interactive gaming operators or their MSP’s shall promptly notify all affected interactive gaming
managers of any issues impacting the integrity of interactive gaming operations.

5.17. Each interactive gaming operator or MSP offering interactive gaming shall perform an Annual
System Integrity and Security Assessment conducted by an independent professional. The selection of the
independent professional shall be by the interactive gaming operator, subject to the approval of the Director.
The first assessment should be completed within 90 days of commencing operations and annually thereafter.
The independent professional shall timely submit the annual report on the Assessment to the Commission,

which shall include:
5.17.1. Scope of review;

5.17.2. Name and company affiliation of the individual(s) who conducted the assessment;

5.17.3. Date of the assessment;
12
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5.17.4. Findings;
5.17.5. Recommended corrective action, if applicable; and
5.17.6. Operator's response to the findings and recommended corrective action.

5.18. Each interactive gaming operator or MSP offering interactive gaming shall comply with all
federal requirements mcluding, but not limited to, suspicious activity reporting and W2-G reporting.

5.19. Patron account information shall not be retained by any management service provider, supplier,
or third party vendor after contract completion or termination without the express written consent of the
mteractive gaming operator.

5.20. At a minimum, interactive gaming operators and their MSP’s shall adopt comprehensive house
rules, which shall be approved by the Director and which shall include the following:

5.20.1. A method of calculation and payment of winning wagers;

5.20.2. A method of notifying patrons of changes;

5.20.3. A method of contacting the operator for questions and complaints;
5.20.4. A description of prohibited participants; and

5.20.5. A method of funding a wager.

5.21. The house rules, together with any other information the Commission deems approprate, shall
be conspicuously displayed within the interactive gaming operator’s casino, posted on its website, and
included in the terms and conditions of a patron’s gaming account. Interactive gaming operators or their
MSP’s shall make copies of the house rules readily available to patrons.

§179-10-6. Interactive gaming system requirements.

6.1. Prior to operating an interactive gaming system pursuant to W.Va. Code §§29-22E-1 et seq., all
equipment and software used in conjunction with the operation shall be submitted to an independent testing
laboratory approved by the Commission or a testing laboratory operated in an accredited jurisdiction
approved by the Commission.

6.2. All wagers on interactive gaming authorized by W.Va. Code §§29-22E-1 ef seq., shall be initiated,
received, and otherwise placed within the boundaries of the State of West Virginia unless otherwise
permitted by the Commission in accordance with applicable federal and state laws. Consistent with the
mtent of the United States Congress as articulated in the Unlawful Internet Gambling Enforcement Act of
2006 (UIGEA) set forth in 31 U.S.C. §§5361 through 3367, the intermediate routing of electronic data
relating to a lawful intrastate wager in West Virginia shall not be a factor in determining the location or
locations in which such wagers are initiated, received, or otherwise placed.

6.3. An mteractive gaming system submission to a testing laboratory shall contain a description of the
risk management framework, including but not limited to:

6.3.1. User access controls for all personnel;
6.3.2. Information regarding segregation of duties;
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